A2

gy BEACON LAB

/
I\

\
[

CYBOLT

Alert Bulletin
Bulletin N.: 2024-03
Publication Date: 10/02/2024
Subject: Fortinet warns that a vulnerability in FortiOS SSL VPN is being exploited.
Traffic Light Protocol (TLP): Amber

Fortinet is warning that a new critical remote code execution vulnerability in FortiOS SSL VPN is potentially

being exploited

The vulnerability known as CVE-2024-21762 | FG-IR-24-015 has a severity score of 9.6, this one, allows an
“out-opf-bounds” write (The product writes data beyond the end or before the start of the intended buffer.),
which allows unauthenticated remote attackers to execute arbitrary code or commands via malicious HTTP
requests.
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