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Subject: Alert 2024-46: Critical Vulnerability in TeamViewer
Traffic Light Protocol (TLP): White

A couple of vulnerabilities have been reported in TeamViewer versions prior to 15.58.4, identified as CVE-

2024-7479 and CVE-2024-748], with a score of 8.8, classifying them as critical. TeamViewer is one of the
most popular remote monitoring and management software, used both in personal and enterprise
versions.

These vulnerabilities are due to poor validation of cryptographic signatures in the installed drivers. An
attacker could exploit this flaw to execute code with elevated privileges on the system, which could severely
compromise the security of the device. Kernel-level code execution could grant access to sensitive data or
allow full control of the affected system.
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