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Alert Bulletin
Bulletin N.: 2024-44
Publication Date: 03/10/2024
Subject: Alert 2024-44: Critical Vulnerability in Cisco NDFC and Other Cisco Products
Traffic Light Protocol (TLP): White

A critical vulnerability has been reported in the Cisco Nexus Dashboard Fabric Controller (NDFC) product,
identified as CVE-2024-20432 with a CVSSv3 score of 9.9, classified as critical.

Additionally, within the set of updates provided by Cisco, security patches have been released for other
significant vulnerabilities in various Cisco products. Among these, the vulnerability identified as CVE-2022-
20824, with a CVSS score of 8.8, stands out, affecting Cisco FXOS and NX-OS products.
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