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Alert Bulletin
Bulletin N.: 2024-42
Publication Date: 27/09/2024
Subject: Alert 2024-42 Multiple Critical Vulnerabilities in the CUPS Library on Linux
Traffic Light Protocol (TLP): White

Affected Product(s):

cups-browsed <= 2.0.1
libcupsfilters <= 2.1bl
libppd <= 2.1bl
cups-filters <= 2.0.1

Description:

Several critical vulnerabilities have been identified in CUPS (Common UNIX Printing System), affecting
various Linux versions, including all versions of Red Hat Enterprise Linux (RHEL), although not in its default
configuration. These vulnerabilities allow for remote code execution (RCE) on vulnerable systems.
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