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Alert Bulletin
Bulletin N.: 2024-41
Publication Date: 25/09/2024
Subject: Alert 2024-41 Critical Vulnerability Zimbra CVE-2024-45519
Traffic Light Protocol (TLP): White

Affected Product(s):

e Zimbra Collaboration: 8.8.15 — 10.1.0

Description:

This vulnerability allows a remote attacker to execute arbitrary shell commands on the target system. The
flaw is due to improper input validation within the postjournal service.
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