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Alert Bulletin
Bulletin N.: 2024-39
Publication Date: 24/09/2024
Subject: Alert 2024-39 Critical Vulnerability Windows Installer Privilege Escalation CVE-2024-38014
Traffic Light Protocol (TLP): White

Affected Product(s):

e Windows 10
e Windows 11
e Windows Server 2008
e Windows Server 2012

Description:

A critical Zero-Day vulnerability, identified as CVE-2024-38014 (CVSS 7.8), has been recently discovered and
patched, affecting Microsoft Windows MSI installers. This vulnerability allows for privilege escalation to
SYSTEM by exploiting the repair functions of MSI installers.
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