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Alert Bulletin
Bulletin N.: 2024-3I1
Publication Date: 12/09/2024
Subject: Alert 2024-31 Critical Updates from Palo Alto Networks Address Multiple Vulnerabilities.
Traffic Light Protocol (TLP): White

Palo Alto Networks has released critical vulnerabilities affecting several products, including PAN-OS,

GlobalProtect, Cortex XDR, and Prisma Access. Among the most significant are CVE-2024-8686 with a
CVSS score of 8.6 and CVE-2024-8687 with a score of 6.9.

Below is a list of the relevant critical vulnerabilities:

e CVE-2024-8686
e CVE-2024-8687

For more detailed information, we encourage you to download the attached PDF.
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