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Alert Bulletin

Bulletin N.: 2024-30

Publication Date: 11/09/2024
Subject: Alert 2024-30 Multiple Critical Vulnerabilities in Windows (September 2024)
Traffic Light Protocol (TLP): White

This September, Microsoft addressed a total of 79 vulnerabilities, including 4 Zero-Days: CVE-2024-4349],
CVE-2024-38014, CVE-2024-38226, and CVE-2024-38217, all of which were actively being exploited. These
affect various products such as Microsoft SharePoint Server, Azure Stack, and Windows Installer. Of the
vulnerabilities published by Microsoft in their Monthly Patch Tuesday (Microsoft September 2024 Patch
Tuesday fixes), 7 were classified as critical, with several of them being remote code execution (RCE)

vulnerabilities.

You can view the complete list of CVEs published by Microsoft at the following link: Microsoft September 2024
Patch Tuesday.
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