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Alert Bulletin
Bulletin N.: 2024-06
Publication Date: 08/03/2024
Subject: Alert 2024-06 RCE Vulnerability in Fortinet Products
Traffic Light Protocol (TLP): White

A new vulnerability has been reported in Fortinet products, identified as CVE-2024-21762, which was given a

CVSSv3 score of 9.6, with critical severity. The vulnerability is an out-of-bounds write vulnerability [CWE-787]
in FortiOS and FortiProxy in the sslvpn module, this may allow an unauthenticated remote attacker to
execute arbitrary code or command via specially crafted HTTP requests.
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