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Alert Bulletin
Bulletin N.: 2023-05
Publication Date: 16/11/2023
Subject: Alert 2023-05 — Zero-Day vulnerability in Cisco IOS XE is being actively exploited.
Traffic Light Protocol (TLP): White

A critical Zero-Day vulnerability affecting Cisco products has been reported as CVE-2023-20198,classified

as critical with a CVSS score of 10. The vulnerability specifically affects the web interface module of Cisco
IOS XE software when exposed to the Internet or untrusted networks.
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